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  Malware attacks are 
constantly increasing in 
volume and complexity, 
leading to increased losses. 

Existing security point 
products work in isolation, 
unlike the coordinated 
attacks they need to stop.

   Organizations don’t have the 
time or resources to manage 
the complex cross-product 
correlation needed to detect 
and respond to threats. 

What’s the problem?

Synchronized Security is a best-of-breed security system  
where integrated products share security information and  
respond automatically to threats. 

How Synchronized Security works: 
 Ì Detection: Depending on the attack, it will be  

detected by Sophos on either the network or the 

endpoint. At-risk devices are given a “red” health status 

in Sophos Central, our security management platform.

The Solution: Synchronized Security from Sophos

Benefits of Synchronized Security include: 
 Ì Unparalleled protection against advanced threats 

 Ì 99.9% reduction in incident response time

 Ì Real-time IT security management
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Organizations believe they 
have a problematic shortage 
of cybersecurity skills.2

 Ì Isolation: The health status is shared with the 

rest of the system. The impacted endpoint is 

then contained, preventing the threat from 

spreading. Any attempt to disable Sophos 

Security or the Security Heartbeat would also 

cause the endpoint to be immediately isolated.

 Ì Remediation: The threat will automatically be 

remediated and the endpoint health status will 

return to “green.” Network access is returned, 

and access to resources is restored.
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XG Firewall

Blocks advanced threats  
before they get on your network. 
Automatically identifies and 
isolates compromised systems  
to prevent data loss and stops  
the prevention from spreading. 

Endpoint/Intercept X

Identifies and blocks malware 
at the endpoint, including 
advanced, zero-day threats 
and ransomware, preventing 
infection. Automates clean-up.

Encryption

Automatically revokes  
encryption keys on infected 
machines, keeping data safe.

Wireless*

‘Unhealthy’ devices can be 
pushed to a restricted access, 
quarantined Wi-Fi network.

Email*

Prevent compromised  
endpoints from sending or 
receiving mail to limit the  
impact of any security incident*.

Mobile*

Keeps data safe on mobile 
devices and takes action if a 
device is not secure. 

Server

Identifies and blocks advanced 
malware, including ransomware, 
at the server, preventing infection.

Sophos Central

The intuitive security platform 
that enables products to share 
security  information and 
automate threat response. 

*Coming Soon to Synchronized Security

Synchronized Security gives you unparalleled protection by combining an intuitive security 
platform with next-gen products that actively work together to block advanced threats.

Synchronized Security

© Copyright 2017. Sophos Ltd. All rights reserved.

Web*

Endpoint agent and gateway 
synchronization reduces 
backhauling of web traffic.


